
..-
SOUTHWESTERN BELL PRACTICE SECTION SW 007-590-908

. SWB Standard Appendix 2
Issue D, January 1997

RECOMMENDED FILE PERMISSIONS

FILENAME OWNER GROUP

/

I.*
/bin
/bin/su
lbin/%h
/bin/mail
/etc
/etc/cron
/etc/group
/etc/passwd
/etc/shadow
/etc/profile
/etc/reboot
/lib
/tmp
/unix
/usr
/usr/bin
/usr/lbin
/usr/lib
/usr/lib/cron
/usr/lib/uucp
/usr/lib/uucp/Permissions
/usr/lib/uucp/Systems
/usr/mail
/usr/mail/:saved
/usr/spool/batch
/usr/spool/cron
/usr/spool/locks
/usr/spool/uucp
/usr/spool/uucppublic
/usr/src
/usr/tmp

root
root
root
root
root
bin
root
root
root
root
root
root
root
root
root
root
root
root
bin
bin
root
Uucp
Uucp
Uucp
root
root
news
root
Uucp
Uucp
Uucp
bin
root

root
Sys
bin
Sys
bin
mail
Sys
Sys
Sys
Sys
Sys
bin
Sys
bin
root
bin
root
bin
bin
bin
bin
daemon
daemon
daemon
mail
mail
news
Sys
daemon
daemon
daemon
Sys
root

MODE

755
640
755
4111
755
2755
755
700
444
444
400
755
700
755
1777
755
755
755
755
755
755
755
400
400
775
775
775
755
775
775
777
700
1777

PROPRIETARY
Not for use or disclosure outside of Southwestern Bell

except under written agreement.
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